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1 EXECUTIVE SUMMARY
This document provides instructions on how to connect to the FTP server.

1.1 AUDIENCE
CBC External Users

1.2 Score
The scope of this document is to help the CBC External Users to connect to the FTP

server using the protocols https and SFTP.
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2 CHANGES FROM THE OLD FTP ACCESS METHOD

The new method of accessing the FTP server is different from the older method
used up until now in the following ways:

e Login ID - You will be provided with a new Login ID and password
e Access - You can access the FTP server in one of the following ways:
o Web Browser - Login to the FTP server using https, using the
preferable web browser (e.g. Internet Explorer)
o FTP Client - Login to the FTP server using SFTP (port 22), using the
preferable FTP client (e.g. Filezilla)
e Local Components - No local (client) components (except the ftp client for
SFTP) are required. Access to the FTP service is directly through the Internet
without any intermediary systems.
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3 SERVICE ACCESSIBILITY

The Remote FTP access service is made available by the Central Bank of Cyprus
strictly to authorized external parties only.
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4 LIMITS/SETTINGS

The password must contain 8 characters minimum, of which at least one uppercase
and one non-alphabetical character.

The password has a maximum lifetime of 180 days.

The maximum number of sessions for each user is 10.

The connection timeout is set to 120 minutes and the IDLE connection time out is

set to 10 minutes.
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5 ACCESSING THE CBC FTP SERVER FOR THE FIRST TIME

The first time a user accesses the FTP Server, he must be doing so through the web
browser (e.g. Internet Explorer). This is so because the first time the user logins, he
will be asked to change his password. This can only be done by the FTP server web

client.

The user must open an Internet Explorer and type in the server’s address:

https://ft.centralbank.gov.cy

The user must then type in his credentials and click “Login”.

G - i m— PRl 01 % @ couatn g x|

At the pop up window the user must type in the password provided by CBC and
then enter a new password twice. He must then click “"OK".

A Password Expired - Change Password

Old Password: "
LA 1111

Mew Password: Logout |
II.IIIIIIIII.Il -

Verify Password:

Every time the user’s password expires, the same pop up window will appear and
ask the users to change their password.
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To manually change the password, the user must click on the arrow at the top right
of the screen and select "Change Password”.

Fle Action Meda Clipboard Veew Hep
OO0 NI 5 N

Dwectories 0 Flea © Sie 000 X8
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6 ACCESSING THE CBC FTP SERVER
6.1 CONNECTING WITH A WEB CLIENT

6.1.1 How ToO LOGIN

The user must open an Internet Explorer and type in the server’s address:

https://ft.centralbank.gov.cy

The user must then type in his credentials and click “Login”.

L5 Contr ot Bard of Cyprum Soxrare 1 TP Server - Windomns Indevmet Caplorer
G T —— P Ui 0 X @ cmesmend e x|
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6.1.2 How To UPLOAD A FILE

To upload a file the user must click “Upload”.

| Web Client ¥ Favortes =, Tesl=  : Hlp rikas =

Dwpilorws & Fies & Sos 000 KD

The user must click “"Browse...” to point to the file he wants to upload.

File Path:

|

i Some browsers may not allow the upload of files larger than 2GB.

To upload larger files or initiate multiple concurrent transfers, enable
Web Client Pro or launch FTP Vieyager JV

The user must choose the file he wants to upload and click “Upload”.

e pan Coost
[C Warketing\Marketing 1 docx | Browse... i

i Some browsers may nof allow the upload of files larger than 2GB.

To upload larger files or initiate multiple concurrent transfers, enable
Web Client Pro or launch FTP Voyager JV

Accessing the FTP Server - User Manual Page 8



As soon as the upload finishes he must click “Close”.

e ot o] ___Upload |

i Some browsers may not allow the upload of files larger than 2GB.

To upload larger files or initiate multiple concumrent transfers, enable
‘Web Clhent Pro or launch FTP Voyager JV

6.1.3 How To DOWNLOAD A FILE

To download a file from the FTP server, the user must select the file he wants to
download and Click “Download”.

| Fle Action Media Cigbosed View Help
0@ NMk Y A

ILILKS 2904934 £3:48:04
110308 290472034 134407

Dwettones © Fien 2 Se 2205 K8
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On the Internet Explorer prompt the user must click “"Save As” and choose the
folder where he wants the selected file to be downloaded.

File Acton Medis Oipboard View Hep
SO@OO NP DA

- cER
~ [} nixio,

LIS JWOAN L
%) Marketing §.docx $10003 290N L7
Dvectories & Flles 2 Sce 2215%8
l D0 you want 15 spen oo save Logisticsdocs {om SIS Open i\}_'g_ji’? Sove and open

6.1.4 How To RENAME A FILE

To rename a file stored on the FTP Server, the user must choose the file and click
“More Actions”, “Rename”.

SLO@ROO NN BaH A

ILAIED 2WI0A 1L

] Marketng 1docx T1A3 KD 2002014 154407

Owechries & Fies 2 S 2245KB
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Rename the file and select OK

=

Enter the new name:
Logistics_old docx by

6.1.5 How To DELETE A FILE

To delete a file, the user must select the file and click “Delete”.

#r Finorings Took » [ Hils il v

e ]
LA KD FRC I Lk

Dweckried @ Filea 2 Sie 221508

On the pop up window Click “Yes”.

Are you sure you want to delete the
selected file?

Lres) o
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6.1.6 How To BROWSE BETWEEN DIRECTORIES

If the user is in a directory and wants to browse up one level, he must click “Parent
Directory”.

Fle  Acticn Meda Oigbosrd View Help
OO NI i N

| Web Client % Favortes «

(1 insouma © Sears 4TS

LLID KN 29040 D144 a?

Dweclories & Fien 1 Sie 118352

6.1.7 How To LoGgouTt

To logout from the portal, the user must click on the arrow at the top right of the
screen and click “Logout”.

Fle Adicn Mesa Ciphomd View Help
2 O0@OO NI O A

) tarketng 1400 1) KB INOADI L3407

Owectories 0 Fles | Sce 11.03K8
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6.2 CONNECTING WITH AN SFTP CLIENT

In order for users to be able to connect through SFTP, an FTP client (e.g. FileZilla)
must be set up with the FTP Server internet address (ft.centralbank.gov.cy) using
SFTP protocol (port 22). After set up the user can connect to the FTP server using
his Login ID and password.

Notel: The first time the users try to connect to the FTP Server, they must use the
Web Client in order to be able to change their password (See Section 4: Accessing
the CBC FTP Server for the first time).

Note2: Every time the users’ password expires, they must change it though the
Web Client (See Section 4: Accessing the CBC FTP Server for the first time).

6.2.1 SETTING UP A CONNECTION IN THE SFTP CLIENT (FILEZILLA IS USED AS AN
EXAMPLE)

The user must click File and select Site Manager.

F Filezilla H=] B3 ‘
File Transfer Server Bookmarks Help r
ce L
Copy current connection ta Site Manager.., =
Password: I Port: I Quickconnect: Ivl
New tab CTRL+T
Close tab CTRL+W S|
Export...
Import...
Show files currently being edited. .. CTRL+E L]
Exic CIRLAQ v | | Remote site: _vJ
Recovery =
3] scom 2007 backup
SQLEXPRESS
System Volume Information
[+ temp
[+ Users
[+ Windows
Bty D: -
Filename ~ I Filesize | Filetype | Last modified | 4 | | Filename = | Filesize | Filetype | Last modified | Permissions
bogazi File folder 05/07/2012 10:15:.,, =~
cbe clsuter errors File folder 08/08/2012 3:37:2...
5 S Mot connected to any server
DC Group Policy ... File folder 12/05/2011 1:14:4...
dsi File folder 04/02{2011 11:48:...
, ExportedPolicies File folder 11/05/2011 12:28:...
Gateway File folder 24/04/2014 9:43:2...
Hsdata File folder 23{11/2011 10:18:...
ialysos new cert File Folder 05/01/2012 2:29:2...
ibm_sw_ds4kfc_1... File folder 20{12{2010 11:34:...
ibmds1config File folder 30/03/2011 12:10:... Ll «| | L|
42 files and 25 directories. Total size: 928,312,001 bytes Mot connected,
ServerfLocal file ] Direction I Remote file l Sizel Priority ] Status I
Queued files | Failed transfers Successful transfers
Opens the Site Manager |Queue: empty e
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The user must click "New Site”

Site Manager \E\
Select Entry:
- | General | Advanced ITransfer Settings | Charset|
QI My Sites
FTP - File Transfer Protocol
Use plain FTP
A
Mew Site m MNew Folder
Mew Bookmark Rename
Delete Duplicate
Connect [ oK l [ Cancel l

The user must type in the name of the connection (e.g. CBC FTP gateways). In the
“Host” box the user must type in the FTP Server internet address
(ft.centralbank.gov.cy). In the “Port” box the user must type in 22 and from the
“Protocol” dropdown list the user must select SFTP- SSH File Transfer Protocol.
From the “Logon Type” dropdown list the user must select Ask for password. In
the “User” field the user must type in the username provided by CBC. The user
must click on "OK” after filling the required fields.

Site Manager E
Select Entry:
General I.ﬁ.dvanced I Transfer Settings I Charset I
3 | My Sites
‘[l CBCFTP gateways Host: |Ft.centralbank.gov.cv Pork: I 22|
Prokocal; ISFTP - 55H File TransFer Pratocal j
Logon Type: I.C\.sk for password j
User: I
Password: I
Account: I
Comments:
=
e Site | Mew Folder |
Mew Bookmark | Rename |
-
Delete | Copy |
Connect I [0]4 Cancel
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6.2.2 How TO LOGIN

The user must click File and select Site Manager.

M=
I F n
Manaaers.,
Password: Bort: Quickconnect Iv
New tab CTRL+T = I =
Close tab CTRLHW =
Export...
Import...
Show files currently being edited... CTRL+E LI
B SIREED :J Remote site: _'J
Recovery ;‘
scom 2007 backup
SQLEXPRESS
System Volume Information
= temp
& Users
& Windows
L3 D ~
Filename ~ | Filesize | Filetype | Last modified I :’ Filename = I Filesize | Filetype I Last modified Permissions
bogazi File folder 05/07/2012 10:15:
cbe clsuter errars File folder 08/08/2012 3:37:2.
Mot connected to any server
DC Group Policy ... File Folder 12/05/2011 1:14
ds1 File folder
. ExportedPolicies File folder
Gateway File folder
Hsdata File folder
ialysos new cert File folder
ibm_sw_ds4kfc_1... File folder
ibmds1config File folder 30/03/2011 12:10:... ;j < | _p]
42 files and 25 directories. Total size: 928,312,001 bytes Mot connected.
ServerfLocal file | Direction [ Remate file | Size [ Priority [ Status
| Queued files | Failed transfers Successful transfers
Opens the Site Manager Queue; empty 0o

In the Site Manager page the user must click “*Connect”.

Site Manager E

Seleck Entry:
zeneral |F'.|:Ivan|:ed | Transfer Sektings | Charset |
L4 My Sites
| CBCFTP gateways Hosk: IFt.centraIbank.gDv.cv Puort: |22|
Protocol: ISFTF‘ - 35H File Transfer Protocal j
Logon Twpe: I.ﬁ.sk faor passwaord j
User: I

Accounk:

Password: I

Corrnents:

Mew Site | Mew Faolder

Mew Bookmark, | Rename |

Delete | Copy.

T | e
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In the prompt for password, the user must type in his password and click "OK".

nterpassword 3|

Flease enter a password faor this server;
Mame: CBC FTP gateways

Host;

Lser:

Passwiord: I iilllliiiilll

[ Remember password for this session

T ot D cancel |

If the user needs to change his password (either his password has expired or it’s
the first time he connects to the FTP server) he will receive the following error:

Error: Server sent an additional login prompt, You need to use the inkeractive login bvpe.
Error: Critical error
Error: Could not connect ta server|

In such a case the user must use the web browser to change his password (See
Section 4: Accessing the CBC FTP Server for the first time).

6.2.3 How TO UPLOAD A FILE

To upload a file the user must right click the desired file and select "Upload”.

Local site; | Critempl j Remote site: | I j
; SOLEXPRESS ;l =
System Yolume Infarmation i

temp [l
- |, bogazi
; < | che clsuker errors =
s =l
«| [»
Filename = | Filesize | Filekype | Last modified | :I Filename = | FiIesizeI Filetvpe | Last madified | Permissions
| test.csv 60 5 File 07/1172011 2:30:4... .
| best.bxt 25 Text Document || CBC DisclaimerGR. .. 35,640  DOC File 12/05/2014 100, -rw-rw-rw-
| bestZ.bxt 25 Text Document | besh.bxt 25 TextDocu..  0&/05/2014 11i.. -ha-pw-pw-
— 1t Document | kesk2.bxt 25 TextDocu..  O&/05/2014 11:...  -ree-rw-na-
= * Uploa
|| Thurnbs, b8 hta Base File 16/05/21 i | |test_upload, bxt 25 TextDocu.. 30052014 121, -rw-rw-rw-
i Add files to queus i ifi 42
7E‘Jvarosncr f q CL.IrIty' Certific... 20101,1?2012 121421, LI 1 | _’I
Selected 1 fil Open Selected 1 file, Total size: 25 bytes
Serverfloca el ion | Remate fils | Size | Priarit: | Time |
Create directory
Refresh
Delete
Rename
Queued files Failed kransfers Successful transfers

.é B |Queue: empty ee
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6.2.4 How TO DOWNLOAD A FILE

To download a file the user must right click the desired file and select "Download”.

Local sike: | Cihkempl j Remote site: | i j
"1 )i SQLEXPRESS -]
Syskem Wolume Information
temp i |
. bogazi
i e |y cbe clsuter errors =
HY e P e ce
4 | »
Filename = | Filesize | Filstype | Last modified | ;I Filename = | FiIesizeI Filekype | Last modified | Permissions
4 5nare_for_Windo. .. 4,804,095 Compressed (zi...  28/11/2013 12:03:... i
| |SPE_SPCollect_L... 114,159  Text Document o1/o7iz011 301 || CB DisclaimeraR., .. 35,640 DOC File
mSOLDeveloperCa. .. 37,274 ML Document 26/0112013 5:31 =
7 X 4 Download e
| |kesticsy 60 CSYFile 07f11f2011 2:30 || tesk2.bx 08052014 11 -t
| hestibxt 25 Text Document 06/05(2014 11 | L test_up 4 Add Files ko queus Docu,,,  30/05/2014 12i..,  -rw-rw-r-
| hestZ.bxt 25 Text Document 30/05/2014 12:0 ;I 4 | Vigw/Edit | _,I
Selected 1 file. Total size: 13,312 bykes Selected 1 F Create directary
ServerfLocal File | Direckion | Remate File | SizeI I Refresh
Delete
Rename
Copy URL(s) to clipboard
File permissions. ..
Queued files Failed transfers Successful transfers

6.2.5 How 1O LoGouT

To logout, the user must click on the button “Disconnects from the currently visible

server”,

& CBC FTP gateways - sit

72.19.1.25 - FileZilla
Flle Edit View Transfer Server Bookmarks Help

.‘ﬂ B Queus: emply LE

[elele s

| Host: | Usernams: | |pisconnects From the currently visible server Port:

Status:  localiCiitempltest_upload.txt =3 remate: [IM/test_upload.bxt :l
Stakus:  File transfer successful, transferred 25 bytes in 1 second

Status:  Retrieving directory listing...

Command: ls

Status:  Listing direckory /|

Status:  Directory listing successful

Status:  Disconnecked from server

Status:  Connmeckingto 172.19.1.25..,

Response: Fz5Ftp started

Command: open "bankZ_userl@172,19,1, 25" 22

Command: Pass; #hkekdkd

Status:  Connected to 172,19.1.25

Status:  Starting download of jINftest2 bxt

Command: cd "JIN"

Response: Mew directory is: "JIH"

Command: get "test2 bxt" "Ciikempitest2.bxt"

Status:  remote:/IM/testZ bxt == localii\templtest?, txt

Status:  File transfer successful, transferred 25 bytes in 1 second

Status:  Disconnected from server -

Local site: ‘ Cilkemph, j Remote site: ‘ JIN j

1)) SQLEXPRESS 2|

System Yalume Information
Eb- [ temp [l
. bogazi

H . cbe dlsuter errors e
B |L|J
Filename = I Fi\esizel Filetype I Last modified I ﬂ Filename = I Filesize | Filetype | Last modified | Permissions
| |test.csy 60 CSY File 0701172011 2:30:4... .‘
| tesk.bxk 25 Text Document 060052014 11:57:... || CBC DisclaimerGR.., 35,840 DOC File 12/05/2014 10:..,  —rw-rw-ra-
| besk2 bt 25 Text Document L‘jtesttxt 25 TextDocu..  06/05/2014 11:...  -rw-rw-ri-
ijtest_upload‘txt 25 Text Document | |hestz.bxt 25 TextDocu...  OBfOS[2014 1li..  -tw-rw-ri-
(%] Thumbs.db 13,312 Data Base File || test_upload.bxt 25 TextDocu... 300052014 1Z:...  -rw-rwe-ri-
ﬁ%varnsl.crt _ 06 Secerlty Certific... P I | LI
Selected 1 file, Tokal size: 25 bytes Selected 1 File, Total size: 25 bytes

Server/Local File | Direction | Remote file I Size | Priarit: I Time I

Queued files Failed transfers Successful transfers

Disconnect From server

‘—2_1 B [Queue: emphy L X P
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